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iSimile Broadens Portfolio with netForensics Log Management
nFX Log One Ensures Enterprise Compliance Requirements
for Analysis and Storage of Log Data

iSimile Limited, the leading integrator for Business Service & Security Enterprise Management
in the UK, today announced the availability of nFX Log One, the new log management system
from netForensics Inc.,

nFX Log One, which is available as an appliance or software solution, has been developed to
collect, consolidate and store enterprise-wide security auditing and systems management data.
With the addition of the nFX Log One product, iSimile now offers solutions that address the
needs of all market segments, from large enterprises to mid-tier and small-to-medium size
organisations.

nFX Log One is a cost-effective solution that helps organisations comply with PCI, Sarbanes-
Oxley, HIPAA, FISMA, GLBA, and other compliance mandates by collecting, and storing
relevant log data from numerous sources. It combines centralised log and event consolidation
with powerful secure archival, forensics and trending analysis tools. It collects data from
operating systems, business applications, network and security devices, mainframes, access
control systems, web services and databases. It also offers a centralised repository to store
and analyse event logs.

nFX Log One uses event normalisation to convert event log data into a common format for
quick analysis and reporting. It also securely stores the raw log events in a compressed and
digitally signed format. This allows network administrators to apply centrally managed policies
to the consolidated repository. From there, they can enforce rules and policies, generate
alerts and take corrective actions when there is any deviation from the corporate policy or when
suspicious activities are detected. nFX Log One makes this data readily available for reporting
and audit purposes.

“We are excited to be adding nFX Log One to our product portfolio.” said Terry Boazman,
Sales Director, iSimile Limited. “We recognise that SIM functionality is required outside of the
large enterprise market and these organisations should have an easy-to-use log and event
management solution with a clear migration path to SIM in the future.”

Key benefits of nFX Log One include:

e Provides continuous log aggregation and monitoring -- with real-time alerting

e Collects event logs from systems and applications and automatically sends alerts on
critical security events to security console and the email, pager or cell phone of the
appropriate IT managers

e Compresses data up to 95% to use less bandwidth, speed data transfer and reduce
storage
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e Reports and mines data for management and forensics

e Provides summary-level reports to keep executives informed of overall trends

¢ Includes drill-down capability for routine management and query-based data mining
for trend analysis and reporting

e Replays user sessions for forensic analysis

e Provides proof of compliance for auditors

e Maintains audit trails and easily generates a variety of reports to demonstrate policies
and policy enforcement to external auditors and regulators

e Provides operational visibility via a management dashboard

e Visually tracks and summarizes activity to ensure managers are aware of security
and compliance incidents

¢ Includes extensive system and device support

e Stores normalised data in a centralised, scalable database for robust, single-source
reporting

e Automatically schedules devices for risk assessment and continuous monitoring

e Meets an array of regulatory requirements and standards (SOX, HIPAA, FISMA,
FDIC, GLBA, ISO 17799, PClI, etc.)

About iSimile Limited

iSimile deploys Business Assurance solutions into large enterprise and service provider
organisations that effectively manage the performance, availability and security of their
applications, systems and infrastructure.

iSimile is a privately held Company incorporated in December 2002, that designs, implements,
and supports a range of business-focused solutions that include:

Business service management
Application performance management
Network health management

System & application management
Security risk management

Event consolidation and correlation

IT security surveillance and packet-level forensics
Vulnerability management

Intrusion detection

Dynamic intrusion prevention

Security intelligence reporting

Incident Management

iSimile's solutions are based on best-of-breed products from Apani, CA, netForensics, nCircle
and Niksun and are implemented to meet the challenges of maintaining business continuity
and providing the productivity, performance and protection that large organisations require
from their IT investments and resources.

iSimile offers a full range of professional services in support of its product portfolio.
Assessment, installation and customisation are provided to ensure ease of implementation and
a number of comprehensive training courses are available designed to meet the needs of both
administrators and analysts.

More information about iSimile can be found at www.isimile.com or by contacting
info@isimile.com
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About netForensics, Inc.

netForensics delivers security and compliance solutions that help organisations address
threat, risk and log management challenges. Through its unique patented nFX
technology, netForensics solves security problems such as inside and external threat
identification, event correlation and incident response. netForensics provides solutions
that streamline log management and helps organisations put a stop to inside threats.
Today, netForensics’ customer base is comprised of a broad range of enterprise,
government and service providers within a variety of industries across the globe,
demonstrating the depth and breadth of the company’s security expertise. All rely on
netForensics to gain unparalleled security visibility, prevent costly downtime, and maintain
compliant operations.

Contacts:
iSimile
Terry Boazman, Sales Director

tboazman@isimile.com
Tel: +44 7815 890101
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