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Course description

The netForensics User Training Course is
a comprehensive course for
netForensics’s flagship Enterprise
Security Event Management system. This
three-day course covers all aspects of
netForensics usage and will provide a
level of proficiency in netForensics
environments and interfaces. Students
will also be introduced to all aspects of
netForensics usage. This is a
comprehensive course allowing students
to gain hands-on experience in a range of
workshop exercises

Who should attend

This course is designed for those people
that will be using the netForensics SIM
Desktop on a day to day basis for
investigating security incidents, including
security analysts, security managers,
auditors, and incident responders

Objectives

Delegates attending this course will be
able to:

» Understand netForensics
architecture and how to its various
modules and components
communicate

* Investigate Security Incidents using
the netForensics SIM Desktop

* Author Rules, Filters, Dashboards

* Investigate incidents, produce
Reports

» Schedule reports

» Administer users

Pre-requisites

Delegates should have a good
understanding of IT Security and
networking, they should be able to use
basic Internet tools, i.e. web browsers.

They also need a basic knowledge of
TCP/IP.

Topics Covered

* Introduction to SIM

* Architecture

+ SIM Desktop

* Risk Management

* Real Time Monitoring

* Global Attacker Watch

* Risk Insight

* Reports

* Report Distribution

* Knowledge Base

» User Account Management
* Rules Based Correlation

« Historical Correlation

* Vulnerability Correlation

* Incident Resolution Management
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